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Prisma Access Browser Highlights

Palo Alto Networks Prisma® Access Browser is a pioneering solution that extends
the comprehensive security and seamless user experience of Prisma SASE to every
endpoint—managed or unmanaged—in minutes. It delivers:

- Extended SASE security: Apply the robust security of Prisma SASE to
unmanaged devices, closing the gap on BYOD and contractor vulnerabilities
alongside critical applications accessed via the web.

- Operational simplification: Centralize control and visibility for all devices,
simplifying management and boosting IT efficiency.

- Enhanced user experience: Ensure a frictionless browsing experience that
feels familiar and requires no additional learning curve.

Adapting to the Modern Work Era

The shift toward extensive use of personal devices for work, alongside the rapid
adoption of cloud resources, underscores the limitations of traditional, perimeter-
based security architectures. Poor scaling ability, inconsistent policy enforcement,
and compromised user experiences highlight the need for a more flexible, scalable
solution. Prisma Access Browser meets these challenges head-on by seamlessly
integrating with existing security frameworks to provide comprehensive protection
and control of all devices, without sacrificing performance.

Prisma Access Browser Use Cases

The evolving digital landscape demands a new approach to securing the
distributed workforce and its access to critical resources:

- Secure independent worker access: Provide secure, controlled access and
a suite of security features for third-party partners, ensuring they have the
necessary tools without exposing your network to risk.

« Secure BYOD: Enable secure access to corporate resources from any personal
device, maintaining productivity and compliance.

- Protect sensitive applications: Guard against internal and external threats to
critical web apps, without impeding access or functionality.
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A Unified Approach to Device Security

Prisma Access Browser is a key component of the Palo Alto Networks strategy for
an integrated, cloud-based security platform. By converging advanced security
features like Zero Trust Network Access (ZTNA) 2.0, Al-powered Threat Prevention
for unmanaged devices, and browser-based DLP into a single solution, it reduces
complexity and enhances protection across all user activities and data exchanges.
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Figure 1: Prisma Access Browser key capabilities

Key Benefits

Leveraging Prisma SASE with Prisma Access Browser yields substantial benefits in
both security and cost savings:'

- 85% savings vs. shipping laptops: Achieve significant cost reductions by
eliminating the need to ship corporate laptops to remote and independent
workers, opting instead for the secure, cost-effective capabilities of Prisma
Access Browser.

« 79% TCO savings vs. virtual desktop infrastructure (VDI): Experience a
dramatic decrease in total cost of ownership when compared to traditional
VDI solutions, thanks to the efficient, cloud-native architecture and operational
simplicity of Prisma Access Browser.

« Up to 100% of devices secured: Remove gaps in security programs by
ensuring comprehensive coverage across all devices, managed and unmanaged.
Prisma Access Browser extends robust security measures to every endpoint,
safeguarding corporate data regardless of the device or user’s location.

1. The statistics in the list are based on internal analysis with independent third-party review.
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