
1Secure GenAI Usage with Prisma Access Browser  |  At a Glance  |  © 2024 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo Alto Networks, Inc.

Secure GenAI Usage with Prisma Access Browser 
At a Glance

As generative AI (GenAI) tools like ChatGPT, Gemini, and other AI-driven platforms 
become integral to productive business operations, organizations face new security 
challenges. Prisma® Access Browser addresses these challenges by embedding en-
hanced security features directly into the browser, creating a secure workspace for 
GenAI tools. This ensures protection for all data interactions, safeguarding against 
data leakage, unauthorized access, and other potential risks. With Prisma Access 
Browser, harness the full potential of GenAI securely.

Leverage GenAI Safely

Enhanced Data Protection

Implement granular data protection measures tailored to your specific needs. 
Prisma Access Browser offers advanced data controls such as blocking copy-paste, 
disabling file uploads, and preventing the manual entry of sensitive information. 
Leveraging over 1,000 data classifiers, the browser can easily identify and protect 
sensitive information. These features ensure that confidential data remains secure, 
even when working with GenAI tools.

Flexible Access Controls

Prisma Access Browser supports flexible access controls, enabling your IT and 
security teams to tailor security policies based on end-user roles, their devices, 
and the sensitivity of the data they interact with. With features like just-in-time 
MFA and device posture checks, you can ensure that only authorized users can 
access GenAI tools. This granular control enhances security and minimizes the risk 
of insider threats and unauthorized access.

Increased Productivity

If a security tool hinders productivity, users will almost always bypass it. That’s why 
Prisma Access Browser delivers a seamless user experience, enabling employees 
to access GenAI tools quickly, efficiently, and most importantly, securely, all within 
their browser-based workspace. Built on Chromium, like Google Chrome or Micro-
soft Edge, Prisma Access Browser delivers the same functionality and experiences 
users have come to expect from their standard web browser.

Figure 1: Prisma Access Browser data protection controls in action

Figure 2: Prisma Access Browser provides a secure workspace for GenAI use cases
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