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Managed Extended Detection and Response

Improve business resilience with Al-powered analyties andthreat
intelligence



Managed Extended
Detection & Response

The NTT MXDR service provides our
clients with a holistic and
consolidated security platform that
integrates Artificial Intelligence (Al) to
rapidly detect and respond to
security incidents within the
enterprise.
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Offering, Solution and
Capabilities
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Managed XDR
Overview

Data source info is ingested into the
PAN Data Lake in

Palo Alto XSIAM Subscriptions with
NTT SOC analysts providing threat
detection and response capabilities.

This services requires the client
to bring their own licence, either
from PAN directly or the region.

paloalto

NETWORKS

* Utilizing NTT DFIR

® NTT Report Manage Recover *

Service Portal

ITSM

Investigation

Response

Analytics

Detection

Client XDR Platform

Data Lake

XDR Platform

Data Sources

Endpoints Cloud loT Devices

XSIAM instances can be located in any GCP Region that supports the service
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NTT’s MXDR Offering

NTT Comprehensive Managed Services

XSIAM

Any Data Source
Orchestration & Endpoint

Automation Protection
& Intelligence

17 Endpoint

(./O&Jo Network

Threat Intel UEBA,
Management Network,
Cloud Analytics
Threat Detection

& Response

Attack : Reporting &

Surface Compliance
Management

»
»
»
»
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»

Data Foundation
& Detection
Analytics
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NTT’s Managed XDR service provides a comprehensive
security with automation at its core.

24 x 7 security monitoring & Detection: with
advanced analytics reducing the Mean Time to Detect
(MTTD) threats

Threat Hunting: Security Analyst-driven investigation
and disruption of attacks using NTT's threat hunting
capabilities

Response: Threat response using Security
Orchestration Automation and Response (SOAR)
reducing Mean time to respond (MTTR)

Endpoint Protection: Fully managed EDR deployment,
alert detection and remote isolation capabilities can be
rapidly deployed.

Playbook as a Service: The creation and management
of playbooks to improve detection efficiency and
response times.

Digital Forensics & Incident Response (DFIR): Digital
Forensics and Incident Response (DFIR) for the
provision of incident response support in the event of
critical incidents

Threat Intel: Threat intelligence services such as
phishing protection, Digital Risk Protection Service and
tailored Tl reports enable our clients to understand and
protect against the ever changing threat landscape.
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MXDR Portfolio Capabilities

Q g i V5 SOC @ Threat Hunters @ DFIR Analysts i Info Security g Service Delivery -Q Threat Intel
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1 Require Palo Alto Technology licence
2 Only available with MXDR Platinum

{;a\'} Attack Surface
17 Management'2

Threat Intel Services

v" Malicious Domain Detection
v Phishing Protection v Identify Your Digital Footprint
v" Automatic Domain Takedown v" Secure Dev Infrastructure
v" Brand Protection v Identify and Reduce Cloud Sprawl
v Credential Monitoring v Identify and control rouge assets
v" Deep / Dark Web Analysis v" Score and benchmark your security posture
v' Tailored Threat Reports v NTT can test to confirm identified
v" Annual Threat Assessment Vulnerabilities
v'  Receive remediation advice from NTT’s
experts

Digital Forensics &

Incident Response
v' Breach Investigation and Incident Action Plan
v" Advanced Network / Malware / IOC Analysis NTT DATA
v' Compromise Assessment MXDR Add—ons
v IR Plan and Runbook Development Waildbic 18 Gold and
v" IR Plan Testing Platinum MXDR Clients
v' IR Plan Gap Assessment
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Operating Model




with

Endpoint Network Identity
(XY X (XY ) 00
o000 o000 o000
o000 o000 o000
o000 o000 eveo
Data stitching creates high quality intelligence from siloed alerts
Q00O 2
000 00000
o O © oo oo
TN 775
kit 93 @ AUTOMATED
2,422 e INCIDENTS
ALERTS seastls
—

We have shifted to a
machine-led human
empowered SOC model,
decreasing the manual load
for low priority incidents.

We apply automation to
accelerate resolution of
security incidents
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Detection Investigation Response
Analyse r— Classify Threats and Create Enrich, Validate & Compile Incident Publish Incident In‘ma(e Contaln.men(
Internal . Reports & Send Actions for Containable
Collected Data Threats Alerts Investigate those Threats Reports

Notifications Events (Where applicable)

Threat gets Detected

And more
Time To Detect (TTD)

. Time To Report (TTR) Incident details

>| provided to client

Threat gets defined as a
Containable Event h

i SOAR e 4 Sa 4 e To contain (TTC)
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Metrics criteria have been met, AND the Response Action Ag . .
specifies that NTT can Initiate Containment Actions for
Containable Events without intervention from the Client
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Level 1
Global SOC Helpdesks

Level 2
Global SOC Analysts

Level 3
Global Threat Hunters

Level 4
Global Digital Forensics Consultant

Level 5
Global SOAR Engineers
Global Al/ML Engineers

Level 1
On-site Security Engineers
(Optional)

Level 0

Information Security Manager (ISM)
Service Delivery Manager (SDM)

® ntT


http://drive.google.com/file/d/1Kp25fejJsX3LWZpq0xEsJQ1DOh0DZ4SL/view
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Transform the SOC - Machine-led, Human Empowered

Massive amounts of data
improve detection efficacy
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Transform the SOC - Machine-led, Human Empowered

Massive amounts of data Machines automate detection, inve
improve detection efficacy response and
S .
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Transform the SOC - Machine-led, Human Empowered

Massive amounts of data Machines automate detection, investigation, and Empowered
improve detection efficacy response and make recommendations become
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2} Simplifies Security Operations with a Converged Platform

Network Orchestration & Automation B OYNE R ESORTS
EXPERIENCE THE LIFESTYLE
Endpoint Threat Intel Management
Identity Attack Surface Management
Expands visibility
Cloud ) T Endpoint Protection & Intelligence with additional data
Attack Surface UEBA, Network, Cloud Analytics
Cortex XSIAM Reporting & Compliance From 5 GB L.
Other Data Foundation & Detection Analytics 1 source into prior SIEM
...t0 350 GB
21 sources into XSIAM
See all your data Reduce operational complexity
Centralize, stitch, and correlate Converge SOC capabilities and data

all security data. processing into one platform.




XSIAM is Already Driving Amazing Outcomes for Customers

Before XSIAM Early XSIAM
(Average across initial implemented customers) (Average across initial implemented customers)
Analyzing more data ... ~230 GB per day ~1400 GB per day
(In prior SIEM) (In XSIAM)

with fewer false
positives... ~290 ~80 Incidents  per

day

. . . = = Resolved usi
and closing far more via automation... Minimal ' e ey
leading to all incidents N 4 e
getting addressed. closed out

Most importantly, getting MTTR* MTTR*
ahead of attackers 2-3 Days, 16 mins-5 Hours
sometimes even “months”
éé
XSTAM Is the best single pane of glass I've seen Iin cybersecurity. VWe went from looking at 70 data
stores to just XSIAM in our investigations. — SOC Leader, XSIAM

Customer
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Value Proposition

® nTTDaTa



Why NTT DATA for MXDR?

Consolidated
Security Tooling

We can support you
consolidating your security
tech stack into a single,
unified platform to provide
an improved detection and
response capability and
reduce your total cost of
ownership.

People Over
Technology

NTT understands that
security technology is
important to securing your
enterprise, but its people
that build resilience. We
provide you with an
information security
manager to reduce your risk
profile and increase your
security posture.

Proactive Threat
Hunting

Detecting incidents in real
time is important, however
at NTT we provide holistic
threat hunts that leverage
cutting edge threat
intelligence to identify and
contain malicious activity
within your enterprise.

Global Expertise

At NTT DATA we have over
2000 thousand security
specialists dedicated to

supporting your
organization 24x7.

Our analysts host over
2600 certificates and
qualifications to ensure you
are protected by the best
security specialists.

NTT Credentials

2nd largest MSS —
Gartner 2023

Palo Alto Global System’s
Integrator (GSI)

MDR Services PEAK
Matrix Assessment 2025 -
NTT DATA is positioned
as a Leader and Star
Performer

® nTTDaTa




Why NTT DATA for MXDR?

Everest Group Managed Detection and Response (MDR) Services PEAK Matrix®

Assessment 2025
® |Leaders ® Major Contenders O Aspirants sk Star Performers

Leaders

Delczi tte Accenturg

TCS

® ANTT DATA
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Measures impact created in the market

Aspirants

>
Vision and capability High
Measures ability to deliver services successfully

1 Assessments for Tech Mahindra, Deloitte, Eviden, EY, and LevelBlue excludes service provider inputs and are based on Everest Group’s proprietary Transaction
Intelligence (Tl) database, provider public disclosures, and Everest Group’s interactions with buyers
The source of all content is Everest Group unless otherwise specified

Confidentiality: Everest Group takes its confidentiality pledge very seriously. Any information we collect that is contract-specific will be presented only in an aggregated
fashion

® nTTDaTa







	Slide 1
	Slide 2: Managed Extended Detection & Response
	Slide 3: Offering, Solution and Capabilities
	Slide 4: Managed XDR  Overview 
	Slide 5: NTT’s MXDR Offering
	Slide 6: MXDR Portfolio Capabilities 
	Slide 7: NTT DATA MXDR Add-ons  
	Slide 9: Operating Model
	Slide 10: End-to-End Threat Detection, Triage, Report, Contain with MXDR AI-Driven Outcomes
	Slide 11: XSIAM Platform
	Slide 12
	Slide 13
	Slide 14
	Slide 15: Simplifies Security Operations with a Converged Platform
	Slide 16
	Slide 18
	Slide 19: Value Proposition
	Slide 20: Why NTT DATA for MXDR?
	Slide 21: Why NTT DATA for MXDR?
	Slide 22

