Prisma Access Browser Mobile
At a Glance

Mobile Productivity Without Compromise

In today’'s mobile-first world, smartphones and tablets are essential tools for
productivity, but they also pose significant security risks. Prisma® Access Browser
creates a secure, nonintrusive workspace on iOS and Android mobile devices,
enabling employees to work safely without compromising on privacy or productivity.
By securing select web, SaaS, and private apps; enforcing device posture checks;
and integrating seamlessly with identity providers (e.g.. Okta), organizations can
protect sensitive data while empowering a flexible, mobile workforce.

Extend Zero Trust and Boost Visibility and Control

Prisma Access Browser extends visibility into user actions across web and private
apps directly within the browser, offering advanced endpoint data loss prevention
(DLP), granular policy enforcement, and robust phishing protection. This level of
control is essential for organizations looking to mitigate risks associated with BYOD
and to protect against the growing number of mobile threats, which increased by
52% in 2023.' With comprehensive security features tailored for mobile work, orga-
nizations can confidently allow BYOD and enable secure access to web, SaaS, and
private applications.

Key Use Cases

- Securely enable BYOD: Protect access to private web apps from personal
unmanaged smartphones and tablets, with device posture validation DLP
capabilities.

- Light travel with tablets: Provide secure, customized browsing environments
for users on the go, ensuring safe access to web, SaaS, and private apps.

- Harden managed devices: Implement advanced endpoint DLP, phishing detec-
tion, and gain visibility into browsing actions across both managed and shared
devices, enhancing overall security.

1. The Global State of Mobile Phishing, Lookout, April 20, 2023.

Figure 1: Prisma Access Browser for mobile devices offers
a set of robust security features
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https://www.lookout.com/documents/reports/Global-State-of-Mobile-Phishing-Report.pdf
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